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Using Wavelets to Embed Information
James Hughes
March 18, 2004
Abstract
The wavelet transform takes a signal (or in general, any square
integrable function) and transforms it into approximation and wavelet
spaces. The inverse wavelet transform recombines the information in
these separate spaces into the original signal. Of interest, we can
consider an image as our signal, and then note that the information
in the wavelet spaces is often much less significant than that in the
approximation spaces. With this observation in mind, we investigated
the possibility of hiding one image in another by copying a smaller
image into the wavelet spaces of another decomposed image. When
scaled appropriately, this data does not have a strong visual impact
on the reconstructed image.
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Introduction

Wavelets have emerged as a useful mathematical tool. While they originated
in geophysics during the late 1970's, the wavelets have been applied to other
fields in applied math such as partial differential equations and image processing [3]. While wavelets are more often used for watermarking, in this
project we explored using wavelets for image steganography where the goal
is to hide one image in another. The method used is to copy an image into
the wavelet spaces of a decomposed image, and then reconstruct it. We were
able to create images which do not show any obvious signs of a hidden image,
but in fact do contain an image.
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Figure 1: Discrete wavelet transform computations.

2.2

Computation

In terms of calculating wavelet transforms, there are two chief transforms
to consider, the Discrete Wavelet Transform (DWT) and the Continuous
Wavelet Transform (CWT). The DWT takes a sequence of numbers which
represent the function that we wish to transform and then outputs coefficients
in the approximation and wavelet spaces. On the other hand, the CWT takes
a real function and transforms it on the entire real line. For most all image
processing involving wavelets, the DWT is used.
Additionally, when actually computing the DWT, we use an implementation called the Fast Wavelet Transform (FWT). In the FWT, we make some
adept observations which allow us to use just the Pk'S specific to a given
wavelet to perform the transform and inverse transforms. Specifically, we
define two filters I and h by the sequences lk := ~P-k' and hk := H-1)k Pk+l.
Now, let W4>(j) be the coefficients in the jth level approximation space
(Vj). Similarly, let W1/J(j) be the coefficients in the jth level wavelet space
(Wj ). The FWT says that W4>(j - 1) is W4>(j) convolved with I and then
downsampled (meaning we dropped every other term in the series). Similarly,
W1/J(j - 1) is W4>(j) convolved with hand downsampled. Thus the FWT is
OeM) where M is the length of the sequence W4>(j) [4]. See Figure 1.
As with the Fourier transform, we would like to be able to undo what we
have done. Due to how the math works out, we have an inverse FWT which
is quick to calculate. We begin by ups amp ling both W4>(j -1) and W1/J(j -1).
Next we convolve them with l and 'it, respectively, where l and 'it are defined
as follows l:= Pk and 'it:= Pl_k(-1)k [2]. See Figure 1.

2.3

2-D Wavelet Transforms

Up until this point, we have only considered processing 1-D signals, but dealing with 2-D signals, specifically images, is not much more difficult. Generally
speaking, we can obtain a n-D wavelet transform by taking the tensor prod-
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Information Hiding

The general goal of information hiding is to embed information in a signal,
in our case an image, in such a way that the signal has not been obviously
tampered with. The field of information hiding is divided into steganography
and watermarking.

3.1

Steganography

In steganography, we are primarily concerned with obscuring the transmission of data between two or more parties. The classic statement of the
problem is that two prisoners, Alice and Bob, are separated, but can pass
messages via their kind, but ever cautious warden Wendy. Alice and Bob
would like to communicate some plans regarding an escape plan, but they
cannot do so in a manner that will tip off Wendy [5]. Stated in game theoretic terms, we must provide Wendy with a message that looks benign while
containing information that our fellow prisoner will be able to determine.
Optionally, the warden mayor may not alter the message that is passed between the two prisoners; this is the difference between an active and passive
warden.

3.2

Watermarking

On the other hand, applications of watermarking generally involve concealing
some information that would indicate the ownership of an image. Since
others can benefit from removing this ownership information, when we are
watermarking, we are primarily interested in developing techniques which are
resilient to attack. As mentioned, one of the chief uses of watermarking is
in copyright protection of digital media. Thus anyone wanting to use digital
media which has been copyrighted may reasonably assume that it may have
been watermarked by its rightful owner, so they should precede in trying
to identify the watermark for removal or otherwise damage it. In addition
to copyright protection, uses of watermarking include copy protection, and
image authentication.
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Results

By using image FWT code available from Bath University's Signal and Image
Processing Group's (SPIG) website (http://dmsun4.bath.ac.uk/), we were
able to experiment with hiding Lena in the images Goldhill and Barbara
using various wavelets, namely the Haar, n=2 Daubechies, n=3 Daubechies,
and the bi 9/7's wavelet (which is used in the JPEG 2000 standard). After
trying the various wavelets at the various scales (specifically, the power of
2 up to 16), we determined that the choice of wavelet does not significantly
affect how the reconstructed image looks. While the choice of wavelet may
affect other properties, we have not studied any specific properties. Also,
scaling by 116 seems to give acceptable results regardless of which wavelet is
used; whereas, scaling by ~ or bigger leaves small artifacts.
When we used the Mean Square Error (MSE) to compare the reconstructed image with the original, an interesting thing happened. Namely,
the error for a given scaling is very similar regardless of which wavelet is
used. For example the range of the MSE values when hiding Lena in Goldhill
scaling by 1~ was between 65.44 (bi 9/7's wavelet) and 67.51 (Haar wavelet).
Similar results were gathered when hiding Lena in Barbara. Of some note,
the bi 9/7's wavelet tends to produce lower MSE values; whereas, the Haar
wavelet tends to produce slightly more error. Additionally, as one would
expect, the error decreases as we scale the coefficients more finely.
Also, it should be noted that the method laid out in this paper is not
a very successful watermarking method as one of the usual attacks, JPEG
compression, can effectively destroy the hidden information. In Figure 8, we
see that even quality level 95 compression has begun damage the recovered
image. At quality level 85, we have already lost much of the detail, and at
quality level 50 we only have a basic idea of what the image might be.
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Conclusion

Due to the simplistic approach, this method would not be appropriate for
intelligence uses, and due ease of JPEG compression, it also should not be
viewed in the context of the more elaborate and resilient watermarking methods.
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Figure 8: Recovered after quality levels 95, 85, and 50 JPEG Compression.
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